[bookmark: _GoBack]Privacy tips
(Updated April 2017.)
A privacy tip jar or basket can be a fun part of a display for Choose Privacy Week (May 1-7, https://chooseprivacyweek.org/). 
Here are some tips to get your display started. 
Print pages 2-8 of this document, single-sided, then cut out the individual tips and put them in a container for people to pick from.


	Did you know that the search engine Google tracks and saves your searches?
Your personal information could be accessed not just by Google but also hackers or government agents.

To protect your privacy, use a private search engine, at  least some of the time. Here are two that don’t track your searches: 
www.duckduckgo.com or www.startpage.com
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	[image: Image result for facebook privacy]FACEBOOK USERS!
Don’t give up any more privacy than necessary to use the service. 

1) Log out of Facebook when you aren’t using it!  That will limit Facebook’s ability to track you as you visit other web sites.  
2) Update your privacy settings to ensure that you control who can see your stuff.  
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	[image: Image result for wifi]Beware public wifi that 
doesn’t require a password!
At the airport, Starbucks or other places with free wifi, it’s very easy for a hacker to intercept your Internet traffic.  

Never give credit card or sensitive info over free wifi.

With smartphones, use data rather than free wifi for any information that you wouldn’t send out on a postcard.  
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	[image: Image result for incognito]Use browser privacy options!
With incognito browsing (Chrome) or private browsing (Firefox), your browsing history is not stored and cookies are removed when you end the session. Websites you visit and your ISP can still track your browsing, but incognito/private browsing prevents anyone who uses the computer after you from knowing what you did on that computer. 

Chrome:  from Settings button - New Incognito Window Firefox:  from Settings button - New Private Window
Internet Explorer is least secure of all browsers – avoid!
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	[image: ]The browser add-on Privacy Badger can stop advertisers, data miners and other third-party trackers from secretly tracking where you go and what pages you visit on the web.  This free, easy to use plug-in was created by the Electronic Frontier Foundation.  Learn more at www.eff.org/privacybadger
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	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)
	
	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)

	

	
	

	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)
	
	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)

	

	
	

	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)
	
	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)

	

	
	

	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)
	
	[image: C:\Program Files (x86)\Microsoft Office\MEDIA\OFFICE12\AutoShap\BD18217_.wmf]Check the permissions on apps before downloading!  Flashlight apps, for example, frequently indicate that they need access to your contact list and location to work – huh?

Apps like this give you a little something for free so they can track you and your friends.  Always read the permissions before installing. 

Get a custom privacy toolkit at www.sjpl.org/privacy 
(San Jose Public Library Virtual Privacy Lab)



	Keep out spam and spies!
Many websites and services won’t function for you unless you provide an email address.
· Beware data miners! Many online quizzes and surveys are just harvesting your info to sell. 
· [image: ]If you don’t need to communicate with the website, give a disposable email address.
GuerrillaMail, for example, provides an address that disappears in 15 minutes.  
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